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1. Following the postponement of the fifteenth session of the Advisory Committee on
Enforcement (ACE), the ACE Online Dialogue provides an additional, virtual avenue for policy
dialogue on building respect for IP and IP enforcement and focuses on the topic of New
Developments in Combating Counterfeiting and Piracy on the Internet. Within this framework,
this document introduces the contributions of seven Member States.

2.  The contribution by China discusses recent developments in combating counterfeiting and
piracy on the Internet by leveraging China’s unique approach to intellectual property (IP)
enforcement, including its dual-track enforcement system, cooperation amongst various
governmental agencies, as well as the recent restructuring of the China National Intellectual
Property Administration under the State Administration for Market Regulation and the use of
targeted enforcement action specifically aimed at tackling online infringements.

3. The German contribution focuses on a new approach to the fight against online

IP infringement through the introduction of criminal liability for digital trading platforms that have
as their objective the enabling or promotion of unlawful acts, including trademark and registered
design infringement.
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4.  The contribution by Hungary provides an overview of recent developments in online

IP enforcement in the Group of Central European and Baltic States (CEBS). The document
delineates several recent initiatives undertaken by CEBS members, including the
implementation of coordinative mechanisms, new legislative processes to regulate the role of
online intermediaries and several preventative measures in the form of digital awareness-raising
campaigns.

5.  The contribution by Peru discusses the online environment as the new frontier in the fight
against IP infringement during the COVID-19 pandemic as well as the true enemy in this fight,
namely organized crime groups. It describes Peru’s multi-pronged approach to combating

IP infringements through reactive, preventative and persuasive measures. Moreover, Peru
emphasizes the collaboration between IP enforcement authorities and strategic allies that are in
a better position to stop third-party infringments and identify the infringers, such as Internet
intermediaries. To that end, a new provision was included in the national Industrial Property
Law, according to which those able to prevent the continuation or perpetration of a third-party
infringement may be ordered to do so. In addition, Peru seeks to increase voluntary
cooperation with Internet intermediaries.

6.  The contribution by the Philippines discusses the multifaceted approach adopted by the
Intellectual Property Office of the Philippines (IPOHL) in response to a surge in online

IP infringements during the COVID-19 pandemic. The contribution focuses on the expansion of
online enforcement powers of IPOPHL'’s IP Rights Enforcement Office, increased private sector
collaboration to enhance IP enforcement on digitial platforms, adapting the legislative
framework to respond to new technologies, as well as improving border measures, the judicial
system and nationwide awareness as part of the Philippines’ whole-of-society approach to
tackling counterfeiting and piracy on the Internet.

7.  The contribution by the Russian Federation considers various measures taken to combat
online piracy as well as their effectiveness, as reflected in increased rates of legal online
content consumption. Amongst these measures are several new developments, including a
new mechanism to fight copyright infringements on mobile applications and a voluntary
agreement signed by right holders, video hosting platforms and search engine operators aimed
at facilitating interaction between these actors and promoting the prompt removal of infringing
content.

8.  The South African contribution discusses the lessons learned during the COVID-19
pandemic in relation to IP enforcement efforts. In particular, the document illustrates the ability
of enforcement authorities in South Africa to quickly adapt to the new circumstances and use
Internet-based technologies to facilitate cooperation, enhance training and capacity building and
further the reach of education and awareness-raising activities.

9.  The contributions are in the following order:

China’s Developments in Combating Counterfeiting and Piracy on the Internet ......................... 4

Germany’s New Approach to Combating Internet Crimes —
The Act on Criminal Liability for the Operation of Criminal Trading Platforms
in the Light of the Combat Against IP INfrINGEMENTS ..........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeiieieeereeeeeeeeeeeee 9

Developments in the Online Enforcement of Intellectual Property in the
Group of Central European and BaltiC StatesS ...............uuuuiuiiimiiiiiiiiiiiiiiiiiieeeeeneees 17

Collaborative Enforcement in the Digital Environment:
Synergies to Strengthen State Action During the COVID-19 Pandemic.........c..ccoevvvvvviiiinneennn. 24

The Philippine Approach to Intellectual Property Protection in Digital Trade.............c...cceeveeeee. 32
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The Experience of the Russian Federation in Combating
the Spread of Pirated Content 0n the INtEIMNEt ...........oooeiiiiii e 39
Using the Internet to Support Effective Intellectual Property Enforcement —
Freeing up Capacity, Boosting Collaboration and Extending the Reach of
Education and AWArENESS ACHVITIES .......uuuuuuuruuuuuuiiiriiuruuuuueneeaensesenenennnneseaeereeeeeeeeeere 44

[Contributions follow]
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CHINA’S DEVELOPMENTS IN COMBATING COUNTERFEITING AND PIRACY ON
THE INTERNET

Contribution prepared by Mr. Han Zunliang, Deputy Director, Counter Counterfeit and
Infringement Liaison Division, Law Enforcement Inspection Bureau, China State Administration
for Market Regulation (SAMR), Beijing, China’

ABSTRACT

The contribution outlines recent developments in combating counterfeiting and piracy on the
Internet in China. The document begins by laying out China’s unique approach to intellectual
property (IP) enforcement, which includes a dual-track enforcement system of administrative
enforcement authorities on the one hand and criminal justice authorities on the other hand,
cooperation amongst various governmental agencies facilitated by the National Leading Group
on the Fight Against Intellectual Property Right (IPR) Infringement and Counterfeiting (the
Leading Group) as well as the recent restructuring of the China National Intellectual Property
Administration (CNIPA) under the State Administration for Market Regulation (SAMR). Next,
the contribution discusses the positive results of the coordinated work to combat piracy and
counterfeiting on the Internet, made possible through strengthening enforcement coordination,
targeted enforcement action and the refining of laws and regulations to render IPR enforcement
more effective. Finally, the contribution summarizes the next steps the Chinese Government
plans to take in combating IPR infringements on the Internet, while keeping citizens’ needs and
societal concerns at the forefront.

l. INTRODUCTION

1. The Chinese government attaches great importance to the protection of intellectual
property (IP). President Xi Jinping has repeatedly emphasized the need to step up IP
enforcement, raise the costs of violating the law, and protect the legitimate intellectual property
rights (IPRs) of all enterprises. On November 30, 2020, he emphasized once again that
“innovation is the foremost driving force of development, and protecting intellectual property is
protecting innovation”. On May 21, 2021, Premier Li Kegiang gave an important instruction on
IPR protection and the fight against infringements?.

2. In the area of IP enforcement, China has focused on devising a national strategy, drawing
on international experience, and building up coordination mechanisms, and has gradually
established a system that both conforms to international rules and adapts to China’s national
characteristics.

The views expressed in this document are those of the author and not necessarily those of the Secretariat or
of the Member States of WIPO.
1 For more information, see
http://fenglish.www.gov.cn/premier/news/202105/21/content_ WS60a7b05ac6d0df57f98d9dd5.html.
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Il. ESTABLISHMENT OF A DISTINCTIVE IPR PROTECTION SYSTEM

A. DUAL-TRACK MECHANISM

3. China adopts a dual-track mechanism of administrative enforcement and criminal justice
for the protection of IPRs. Administrative enforcement and criminal justice organs have a clear
division of labor, with each performing its own respective functions while also being able to
converge effectively in a coordinated manner.

4, In China, IPR infringement cases that do not constitute criminal offenses are handled by
the relevant administrative enforcement authorities, including the National Copyright
Administration of China (NCAC), the Ministry of Agriculture and Rural Affairs, the Ministry of
Culture and Tourism, the General Administration of Customs, the State Administration for
Market Regulation (SAMR), the National Radio and Television Administration, the National
Forestry and Grassland Administration and the National Medical Products Administration.
Cases of suspected IP criminal offenses, on the other hand, are handled by the public security
authorities. Where there is conclusive evidence and concrete facts, these cases are transferred
to the procuratorates for prosecution and the courts for judgment.

B. JOINT EFFORTS OF MULTIPLE AGENCIES

5. IPR protection in China involves multiple agencies. In 2011, in an effort to strengthen the
unified leadership in combating intellectual property (IP) infringements, China set up the
National Leading Group on the Fight Against IPR Infringement and Counterfeiting (the Leading
Group), chaired by the leadership of the State Council®>. Provinces, autonomous regions and
municipalities have also set up corresponding agencies, forming a national landscape of
horizontal cooperation and vertical linkage.

6. Following an institutional reform in 2018, the General Office of the State Council issued a
special notice to adjust the composition of the Leading Group. At present, State Councilor
Wang Yong is the head of the group. Zhang Gong, Minister of the SAMR, and Meng Yang,
Deputy Secretary-General of the State Council, serve as deputy heads.

7.  The Leading Group now involves 27 member agencies, including administrative or law
enforcement authorities (such as the SAMR, the China National Intellectual Property
Administration (CNIPA), the NCAC, the Ministry of Agriculture and Rural Affairs, the Ministry of
Culture and Tourism, the General Administration of Customs and the National Medical Products
Administration), criminal judicial organs (such as the Ministry of Public Security, the Supreme
People’s Court and the Supreme People’s Procuratorate) as well as macroeconomic and
industrial management agencies (such as the National Development and Reform Commission,
the Ministry of Industry and Information Technology and the Ministry of Commerce). The Office
of the Leading Group is set up in the SAMR and handles the daily work of the Group.

2 For more information on the work of the Leading Group, see Wang Shengli and Rui Wenbiao (2017),
Coordinating the Enforcement of Intellectual Property in China — Experiences from the National and Local Level
(pages 3-17 of document WIPO/ACE/12/5 Rev. 2); available at:
https://www.wipo.int/meetings/en/doc_details.jsp?doc_id=381796.
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C. IMPROVED EFFICIENCY OF THE LAW ENFORCEMENT SYSTEM

8. In 2018, the Chinese Government implemented an institutional reform, which established
the SAMR to coordinate administrative measures and enforcement resources and promote a
comprehensive approach to market regulation and law enforcement. In order to improve the
IP system, the CNIPA was restructured and integrated into the SAMR.

9.  The two administrations now work in their respective roles but also collaborate. The
CNIPA provides operational guidance to enforcing teams nationwide for trademark and patent
enforcement, formulates and guides the implementation of criteria for the determination of
trademark and patent rights and their infringement and develops testing, authentication and
other related standards in trademark and patent enforcement. Meanwhile, the SAMR organizes
and leads trademark and patent enforcement, with specific enforcement undertaken by the
comprehensive market supervision enforcement team, which is in charge of enforcing the law in
areas such as of trademarks, patents, geographical indications, production quality, food safety,
commodity pricing and anti-monopoly and special equipment.

. POSITIVE RESULTS OF COMBATING COUNTERFEITING AND PIRACY ON THE
INTERNET

10. Inimplementing the above-mentioned decision by the Chinese government to further unify
leadership in IP enforcement, the Office of the Leading Group and the SAMR promote
horizontal cooperation and vertical linkage in their work, and pool their efforts to strengthen the
regulation and enforcement of trademarks, patents, copyright and the rules against unfair
competition and thereby curb IP infringements. The next paragraphs describe the work carried
out in recent years in more detail.

A. STRENGTHENED COORDINATION

11. At the beginning of each year, the Leading Group convenes a national teleconference with
its member agencies on combating IPR infringements to summarize the work undertaken,
evaluate issues and assign tasks accordingly.

12. Since 2012, the Leading Group has issued key points related to the work on an annual
basis, specifying key tasks and assigning responsibilities. As a main point for implementation,
the annual key points regularly include “combating infringement and counterfeiting on the
Internet”. At the end of each year, the member agencies of the Leading Group assess the
performance of local authorities. To ensure effectiveness, the assessment results are then
incorporated into the relevant appraisal system.

B. TARGETED ENFORCEMENT ACTION

13. Fortwo consecutive years (2020 and 2021), the SAMR rolled out the Iron Fist campaign,
which aims to repress illegal acts, such as trademark and patent infringements. The campaign
focuses on infringements of key products, including health and safety related products, on both
key physical markets and the online market®. By the first quarter of 2021, more than 46,000
cases of IPR infringements had been investigated and handled.

3 More information on the Iron Fist campaign is available (in Chinese) on the SAMR web site at:
http://gkml.samr.gov.cn/nsjg/zfjcj/201904/t20190426_293160.html (first edition) and
http://gkml.samr.gov.cn/nsjg/zfjcj/202004/t20200428 _314779.html (second edition).


http://gkml.samr.gov.cn/nsjg/zfjcj/201904/t20190426_293160.html
http://gkml.samr.gov.cn/nsjg/zfjcj/202004/t20200428_314779.html
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14. From October to December 2020, the SAMR, together with other member agencies of the
Inter-Ministry Joint Meeting on Online Market Regulation, carried out the most recent edition of
the special action Operation Internet Sword to supervise the online market. The special action
aimed to promote the implementation of the E-Commerce Law, address the prominent issue of
online sales of IP-infringing goods, implement the responsibilities and obligations of
e-commerce operators and curb unfair competition practices on the Internet®. During Operation
Internet Sword, local market regulatory authorities examined almost 4.38 million websites and
online stores, deleted 233,900 illegal product listings, requested 23,100 websites to remove
products and investigated and handled 19,900 cases, which effectively cleansed the online
market and safeguarded the legitimate rights of both right holders and consumers.

15. In 2020, the NCAC, together with the Cyberspace Administration of China, the Ministry of
Industry and Information Technology and the Ministry of Public Security, carried out the 2020
version of the special action Sword Internet, with the aim to combat copyright infringement in
relation to audio-visual works, e-commerce platforms, social media and online education. The
special action focused on the enforcement of copyright in video games, online music and on
knowledge-sharing platforms and continued to consolidate the results of previous special action
with regard to the online distribution of literary works, cartoons and comics, cloud services and
mobile applications. During the special action, a total of almost 3.24 million copyright-infringing
links were deleted, and 2,884 websites or mobile applications were shut down. Authorities
investigated and handled 724 cases of online copyright infringements, among which 177
constituted criminal offenses, amounting to RMB 301 million worth of total value, and mediated
925 online copyright disputes. This led to a more copyright-friendly online environment,
strengthened the supervision of major Internet service providers offering films, music, books or
providing cloud storage services and encouraged Internet operators to fulfill their
responsibilities.

16. In addition, an early warning list of 71 key works, namely films, was published in eight
batches for precautionary copyright protection. On the basis of these lists, network service
providers are requested to take action in protecting the key works during the film release period:

- network service providers directly providing content shall not provide the works
contained in the list;

- network service providers providing storage space shall prohibit users from
uploading the works contained in the list; and

- web service providers, e-commerce websites and application stores providing
search links shall speed up the processing of notices by the copyright owner on
deleting the infringing content or disconnecting the infringing link to works contained
in the list.

C. REFINING LAWS AND REGULATIONS

17. Since 2019, amendments have been made to the Trademark Law, the Patent Law and the
Copyright Law to improve the system of damages and increase the penalties in cases of
infringement.

4 For more information on Operation Internet Sword (in Chinese), see
http://gkml.samr.gov.cn/nsjg/wjs/202010/t20201030_322742.html.
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18. In August 2020, the State Council amended the Provisions on the Transfer of Suspected
Criminal Cases by Administrative Law Enforcement Organs. A second paragraph was added to
Article 3, outlining the procedure for the transfer of suspected criminal cases of IP infringement,
thereby further facilitating the link between administrative enforcement and criminal justice in

IP matters.

19. Also in August 2020, the Leading Group Office, together with nine entities, including the
Supreme People’s Court, the Supreme People’s Procuratorate and the Ministry of Public
Security, issued the Opinions on Strengthening the Destruction of Counterfeits, which detail the
scope, procedure and methods for destroying counterfeit goods.

20. In November 2020, the SAMR and the CNIPA led the development of national standards
for IPR Protection and Enforcement on E-Commerce Platforms with the aim of further guiding

parties to e-commerce platforms to strengthen IPR protection and enforcement and improving
the e-commerce business environment.

21. In March 2021, the SAMR issued the Administrative Measures for Supervising Online
Transactions, specifying key issues, such as the registration of online business entities, the
regulation of new business forms, the responsibilities of platform operators and the protection of
consumer rights.

22. In 2020, the NCAC issued the Notice on Regulating the Copyright of Photographic Works
and the Notice on Further Strengthening Evidence Examination and Determination for Copyright
Administrative Law Enforcement®.

23. In May 2021, the CNIPA and the Ministry of Public Security jointly issued the Opinions on
Strengthening Coordination in Advancing Intellectual Property Protection®.

IV. THE NEXT STEPS

24. The year 2021 is the first year of the 14th Five-Year Plan’ and also a year of concerted
efforts to protect IPRs and combat counterfeiting and piracy. With citizens’ needs and social
concerns in focus, China will continue to strengthen the overall coordination and increase the
penalties for online IP infringements. Moreover, China will continue to focus its efforts on
innovative regulatory approaches to increase the capacity of tracing the source of infringements
and target enforcement action accordingly while also collaboratively constructing, collaboratively
governing and collaboratively benefiting from a new model of combating IP infringement, so as
to effectively protect the legitimate rights and interests of right holders and consumers.

[End of contribution]

5 See (in Chinese), http://www.ncac.gov.cn/chinacopyright/contents/12227/346726.shtml and
http://www.ncac.gov.cn/chinacopyright/contents/12233/353790.shtml.

6 See (in Chinese), http://www.gov.cn/zhengce/zhengceku/2021-05/24/content_5611192.htm.

7 Outline for the 14th Five-Year Plan for Economic and Social Development and Long-range Objectives

Through the Year 2035 of the People’s Republic of China.


http://www.ncac.gov.cn/chinacopyright/contents/12227/346726.shtml
http://www.ncac.gov.cn/chinacopyright/contents/12233/353790.shtml
http://www.gov.cn/zhengce/zhengceku/2021-05/24/content_5611192.htm
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GERMANY'S NEW APPROACH TO COMBATING INTERNET CRIMES — THE ACT
ON CRIMINAL LIABILITY FOR THE OPERATION OF CRIMINAL TRADING
PLATFORMS IN THE LIGHT OF THE COMBAT AGAINST IP INFRINGEMENTS

Contribution prepared by Mr. Tim Werner, Legal Officer, and Ms. Dorothee Shi, Administrative
Officer, Federal Ministry of Justice and Consumer Protection, Berlin, Germany”

ABSTRACT

The Internet has simplified the exchange of goods and services in many ways, but not always
for the better. In recent years, the trade of IP-infringing goods and services on the Internet via
certain forums and marketplaces — like the trade with many other illegal goods and services —
has become a persistent problem that urgently requires new approaches. One conceivable
approach is the tightening of criminal regulations. In order to close legal gaps, Germany is
introducing a new section to its Criminal Code that directly targets providers of criminal online
trading platforms. It is intended to cover only platforms whose purpose is to enable or promote
the commission of certain criminal offences, including trademark and design infringements. In
addition, effective investigative options for solving criminal offences on the Internet will also be
created, such as telecommunications surveillance, online searches and traffic data collection.
Platform operators whose business model is aimed at the lawful sale of goods and services will
not be affected.

l. BACKGROUND

1.  The European Union Intellectual Property Office (EUIPO) published in June 2020
its 2020 Status Report on IPR Infringement. The following findings were of particular interest for
the consideration of IP Crimes under the new Act:

— Counterfeiting and piracy are a complex and growing problem. The business
models adopted by counterfeiters make significant use of the Internet to distribute
their products.

— Because of the high value associated with IP, infringement of IP is a lucrative
criminal activity with a relatively low level of risk in terms of likelihood of detection
and punishment if detected.

— Organized crime groups are heavily involved in counterfeiting and piracy. IP crime
is often combined with other types of crime such as money laundering, human
trafficking and occasionally forced labor; even one case in the European Union
(EV) with links to a terrorist organization is reported?.

2. One way to counteract counterfeiting may therefore be to reform and to adapt criminal law
to modern criminal business models in order to ensure that IP crimes are not “low-risk crimes”
and that criminal law can fulfil its function as a deterrent.

The views expressed in this document are those of the author and not necessarily those of the Secretariat or
of the Member States of WIPO.
1 2020 Status Report on IPR Infringement: Why IP Rights are important, IPR Infringement and the Fight
Against Counterfeiting and Piracy — Executive Summary, page 4, available at: https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2020_Status_Report_on_IPR_infringem
ent/2020_Status_Report_on_IPR_infringement_exec_en.pdf
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.  THE PROBLEM

3. Although IP-infringing activities on the Internet have already been subject to criminal
prosecution in the past (see, e.g., Annex 1: section 143 of the German Trademark Act), this has
so far primarily been targeted at the infringer. Platform operators often do not offer goods
themselves, but merely make the Internet marketplace available for third-party offers. The main
offence (infringement) is committed by the third-party seller. The platform operator has provided
support in this regard. However, he is only liable to prosecution if the main (third-party) offence
can be attributed to him. This necessitates either complicity (intentional cooperation) or
abetment (participation through intentional support). Both require knowledge as the cognitive
element of intent.

4, Proving knowledge, which in the case of abetment must relate at least to the essential
features of the main offence, can be difficult in practice, especially if the platform operator does
not have to be aware of the third-party offers. What is actually traded on the platform is not
necessarily important to the operator. For the operator, the aim is to process as many profitable
transactions as possible via the infrastructure. Particular difficulties can arise with fully
automated platforms on which the seller enters goods into the virtual marketplace without the
operator having to manually activate the offer. The aim of the new criminal Act is to better cover
these constellations under criminal law.

.  THE NEW ACT?

A. THE CENTERPIECE: SECTION 127 OF THE GERMAN CRIMINAL CODE

5. At the center of the new German Act to combat the trade of many different kinds of illegal
goods and services is the introduction of a new offence into the German Criminal Code. Excerpts
of the new section 127 of the German Criminal Code read as follows (full provision see Annex 2):

a) Wording of section 127 of the German Criminal Code

6. - Whoever operates a trading platform on the Internet the purpose of which is to
enable or promote the commission of unlawful acts incurs a penalty of imprisonment
for a term not exceeding five years or a penalty fine unless the act is punishable by
a more severe penalty under other provisions. Unlawful acts within the meaning of
sentence 1 are:

- serious criminal offences;

- offences pursuant to:

- sections 143 [punishable infringement of signs], 143a [punishable
infringement of an EU trade mark] and 144 [punishable use of
indications of geographical origin] of the Trademark Act,

- sections 51 [punishable infringement of a design] and 65
[punishable infringement of a Community design] of the Design Act.
- “Trading platform on the Internet” in the context of this provision means every
virtual infrastructure on the Internet, whether in an openly accessible area or in

2 On August 19, 2021, the Act to Amend the Criminal Code — Criminal Liability for Operating Criminal Trading
Platforms on the Internet (Act to Amend the Criminal Code) was promulgated in the German Federal Law Gazette,
see http://www.bgbl.de/xaver/bgbl/start.xav?startbk=Bundesanzeiger_BGBI&jumpTo=bgbl121s3544.pdf. The Act will
enter into force on October 1, 2021.
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areas where access is restricted by technical barriers, which grants the
possibility to offer or exchange humans, goods, services or contents.

- Whoever commits the offence of subsection (1) sentence 1 on a commercial
basis or as a member of a gang that has formed to repeatedly commit such
offences incurs a penalty of imprisonment for a term of between six months
and ten years.

- Whoever commits the offence of subsection (1) sentence 1 with the intention
of enabling or promoting the commission of a serious criminal offence incurs a
penalty of imprisonment for a term of between one year and ten years™.

b)  Explanation

7. In order to exclude platforms with a lawful business model, the regulation explicitly links
the platform to a criminal purpose, hamely the purpose of enabling or promoting certain criminal
acts. This ensures legal certainty for companies whose business model is the operation of
platforms with legally compliant offerings. These platforms are expressly not to be covered by
the offence, and their existing business activities are not to be restricted in any way. The same
will apply to platforms which, contrary to their legitimate objective, are used in individual cases
by a user for trading in illegal goods. For the assumption of the objective element of the offence
— namely, that the purpose of the platform is to enable or promote criminal offences —
indications may include the way in which the platform is presented (e.g., predefined categories
for certain illegal offers of goods) or the overall presentation of the offer on the platform. It is not
necessary for only incriminated offers to be presented. It is always necessary to examine the
specific circumstances of the individual case. Isolated lawful offers that are only of minor
importance or serve to conceal the actual orientation do not preclude the assumption of a
criminal orientation. Similarly, isolated illegal offers cannot justify the assumption of an overall
criminal orientation. On the other hand, if an offer is strongly and predominantly of a criminally
relevant nature, this can have a considerable indicative value. Since these are only indications,
operators of platforms that are intended to serve legal purposes are not obliged to check the
legality of the goods offered on their platforms on their own initiative if they have no indications
of an illegal offer. A further indication of a criminal purpose can be the location of the platform
on the dark net or deep web. This is because the associated restriction of findability to certain
circles runs counter to the usual goal of trading, which is to ensure high demand by targeting as
many interested parties as possible. Nevertheless, a restriction to platforms whose access and
accessibility is limited by special technical precautions — for example, by the fact that they are
operated on the dark net — should not take place because even in the part of the Internet that is
accessible without restrictions (Clear Web), there are digital marketplaces where illegal goods
and services are traded.

B. SECTIONS 100 A, B AND G OF THE GERMAN CODE OF CRIMINAL PROCEDURE

8.  The law enforcement authorities must have the possibility to counter Internet crimes
consistently and effectively. In addition to the introduction of section 127 of the German
Criminal Code, effective investigative options for solving Internet crimes are also being created.
To this end, the qualifying offences (section 127 (3) and (4) of the German Criminal Code) will
be included in the catalogues of offences justifying telecommunications surveillance

(section 100a of the German Code of Criminal Procedure), online searches (section 100b of the

3 Not an official translation.
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German Code of Criminal Procedure) and capture of retained traffic data (section 100 g (2) of
the German Code of Criminal Procedure).

C. SECTIONS 5 OF THE GERMAN CRIMINAL CODE

9.  Section 5 of the German Criminal Code lists offences that can be prosecuted under the
German Criminal Code even though they were committed abroad and are not punishable at the
place of their commitment. Where online platforms and marketplaces are concerned, the site of
crime is fairly flexible. It is quite easy for the perpetrators to operate their platforms and servers
from abroad and still provide their service in Germany. In particular, perpetrators may try to
operate their platforms from and in jurisdictions where this is not punishable. Thus, in adding
the new section 127 of the German Criminal Code to the list of offences in section 5, it can be
ensured that perpetrators with a special personal link to Germany cannot escape prosecution
under German law by moving their place of operation abroad to a jurisdiction where this is not
punishable. To prevent limitless application, this personal link requires that the perpetrator is a
German citizen or lives mainly in Germany.

IV. CONCLUSION

10. The introduction of section 127 represents a new approach in the fight against the online
sale of illegal goods of many different kinds