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ePCT Overview

B Getting started http://pct.wipo.int/ePCT

B ePCT private services and ePCT public services
B eOwnership of PCT applications

B eHandshakes and sharing of access rights

B Create an account

B File an application
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http://pct.wipo.int/ePCT

What is ePCT?

B Online portal that provides PCT services for both
applicants and Offices

B Available since May 2011
(10 languages since May 2015)

B Provides secure and direct interaction with PCT
applications maintained by the International Bureau

B ePCT-Filing - Web-based filing of PCT applications
(since October 2013)

B Applicants can conduct most PCT transactions
electronically with the International Bureau
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ePCT modes

B ePCT private services

 Authentication using both a WIPO User Account
(username and password) and a digital certificate

d Access to full range of services and functions

d Access to PCT applications filed as of January 1, 2009,
Including before publication

B ePCT public services

d Only a WIPO User Account (username and password) is
required

 Limited functionality (document upload and third party
observations) for all PCT applications regardless of
filing date
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ePCT public services (1)

B Create a WIPO User Account using the WIPO Accounts
service

U https://pct.wipo.int/wipoaccounts/ePCT/public/reqister.|sf

B Documents can be uploaded for all PCT applications which
are available in the electronic processing system of the
International Bureau

B User Guide for Document Upload available

O http://www.wipo.int/export/sites/www/pct/en/epct/pdf/transit
lon to epct for document upload.pdf
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https://pct.wipo.int/wipoaccounts/ePCT/public/register.jsf
http://www.wipo.int/export/sites/www/pct/en/epct/pdf/transition__to_epct_for_document_upload.pdf
http://www.wipo.int/export/sites/www/pct/en/epct/pdf/transition__to_epct_for_document_upload.pdf

ePCT public services (2)

ePCT Search 14 My History Portfolios I PCT/US201 /888890 Bl

PCT/IUS2012/888890 %=

File View Upload Documents Third Party Observations

International Filing Date - 11 Apr 2012
Portfolio : ﬁ- FANTASTIC_INVENTIONS
Processing Team at I1B : PTO1 SendePCT Message

Tel. +41 22 338 95 23
Email address epct@wipo.int

1. Select document type == 2. Add document ==
- [ Article 19 Amendments
U Letter accompanying Amended claims
[ Amended Claims Statement
[ Amended Claims
+ (7] Supplementary International Search
+ [J] Other
+ [ Declarations under Rule 417
+ [ Corrections/Rectifications

+ Coiihdrmrratwader Rule 90bis
s Add Document {pdf)
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ePCT Public Services
- Third Party Observations

™ The Third Party Observation system enables applicants
and third parties to submit observations for use by
examining Offices

W Accessible through PatentScope

WORLD INTELLECTUAL PROPERTY ORGANIZATION

Home = IP Senvices = PATENTSCOPE

1. (WO2014147532) SKIN TREATMENT APPARATUS
PCT Biblio. Data | Description | Claims | Mational Phase | Mofices | Drawings | Documents

Latest bibliographic data on file with the International Burea@l = Submit ocbservation Pen

Pub. No.: WO2014M147532 International Application No.: PCT/B2014/059775
Publication Date: 25.09.2014 International Filing Date: 14.03.2014
IPC:

AG1B 18/20 (2006.01), AG1B 18/00 (2006.01) &

W Accessible through ePCT
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ePCT private services

B http://pct.wipo.int/epct

B Create a WIPO User Account using the WIPO Accounts
service

B Obtain/Upload a “supported” certificate
dWIPO digital certificate
JEPO digital certificate (smart card)
dJP SECOM digital certificate
A KIPO digital certificate
B Note: USPTO digital certificates are NOT supported
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http://pct.wipo.int/epct

WIPO Digital Certificate

B A small electronic file with data that identifies the user

B Available free-of-charge from WIPO, valid 2 years,
renewable

B One-time opportunity to download the requested digital
certificate (must be done within a week)

B Backup the digital certificate
dYou must back up your certificate
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ePCT-Filing

B Web-based filing of PCT applications filed in any
language

B Real-time validation of data against the electronic
processing system of the International Bureau

B Available to all PCT applicants
B For filings with RO/IB and other participating Offices

B Request form can be prepared in all PCT languages
(except for Arabic which will be added in the future)

B Specification in PDF format or XML/DOCX
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Improvement on Paper PCT Request form
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eOwnership of PCT applications

B Right to access and manage a PCT application in ePCT
B Process is automatic when using ePCT-Filing

JAccess rights can be pre-assigned

M If ePCT-Filing is not used, additional steps are required
to take eOwnership
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Taking eOwnership

B At the time of electronic filing using PCT-SAFE or
eOLF software

B Subsequent to electronic filing using a supported digital
certificate

B Paper-filed applications or electronically-filed
applications with non-supported digital certificate

B All other cases

B Multiple applications
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Taking eOwnership

PCT-SAFE or eOLF electronic filing

nsi

-

WIPO PCT DEMO

The International Patent System
WORLD INTELLECTUAL PROFPERTY DRGAMNIZATION

Current time in Geneva, Switzerland &8l Wednesday, 19 February 2014, 11:16 CET

ePCT |eOwner5hip| Motifications My History Portfolios Workbench ePCT-Filing Ciraft Actions

Default access rights to be given to my eHandshake users when | am confirmed as eOwner

Manage my default access rights Editfview

Confirm eOwnership

All fields marked with * are mandatory

Confirm eOwnership @ singlela © Multiple 1As
International Application Number *
International Filing Date *

Confirmation Code* @
Cnly for unpublished IAs

Request eOwnership Code for use in PCT e-filing software

Request eOwnership Code

For use at the time of filing 2 new application
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Taking eOwnership

PCT-SAFE electronic filing

comrsco WP sigratue____—RSTEY

CopyiPaste your Customer ID and eCwnership Code to the fields on the
e-filing software signature screen.

MOTE: This eOwnership Code can only be used at the time of filing,
for one application and is not required when using ePCT-Filing.

Customer 1D user_CA_SIM_QUAN-LING_0554

elwnership Code SHOAGZUATVIWMO

—Legal Signature

% Alphanumeric I

" Facsimile I _I

i~ advanced Digital Mo mare zignatures can be applied - this signature should be
finalizing the signing process. |

Azzign eldwnership in ePCT [optional]

ePCT Custamer [D: I

ePCT elwnership code: I

| Apply Signature | Cancel

WIPO
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Taking eOwnership
eOLF electronic filing

Select an entry from the list, choose the type of signature and enter the coresponding details.

Applicants Sign for applicant METCALFE, AIND:

METCALFE, AINOD

<othen> i A kl=e [METCALFE, AIND
Hepresentatives

<other>

ePCT Customer |D: Ier_I:H_METC.ﬁ.LFE_.-'-‘-.IND_?El'IB

ePCT elwnership code: IGXDHu225KFEQ2D

Type of signature:

* Smart Card
{7~ Soft Certificate
{ alphabetical

" Facsimilz

Smart card details:

Enter PIM Code: Ixm

Place of Signing: Geneva
Sign |
[~ Sawve settings as default [Can be changed in preferences) Close |

WIPO
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Taking eOwnership
PCT-SAFE or eOLF electronic filing

B Indications provided at the time of filing will be verified by
the International Bureau against the record in ePCT

B eOwnership automatically assigned
B Timing depends on the receiving Office (RO)
dFilings at RO/IB: more of less immediately after filing

dFiling made at other ROs: only when the Record Copy
IS receilved at the International Bureau
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Taking eOwnership

After electronic filing of an unpublished
application

B Unpublished e-filed applications using a supported
digital certificate

Both the e-filing and ePCT digital certificates must
match

L Enter the confirmation code in the bottom right-hand
corner of Form PCT/I1B/301

deOwnership automatically assigned

The International Bureau of WIPO Authorized officer
34, chemin des Colombettes

1211 Geneva 20, Switzerland Bardini Ann

e-mail ptld.petirwipo.int

Facsimile No. +41 22 338 82 70 Telephone No. +41 22 338 74 (4

Form PCT/IB/301 (July 2010}

VEYK64AFLSNTPWO




Taking eOwnership
Paper or non-supported digital certificate

B Applications filed on paper or with non-supported digital
certificate (unpublished applications only)

B Enter PCT/IB/301 confirmation code

B Will trigger an on-line form for the International Bureau to
approve or reject the request

gPCT eOwnership hotifications My History  Porfolios Warkbench Filing

eOwnership @

Allfields marked with * are mandatory

Confirm eOwnership & single1n  Multiple 1As

International Application Humber *

: o FH230012
International Filing Date ' PoonRmz
Confirmation Code : MGPLAAGEINMYCD €9 ePCT cannot detect and validate any digital certificate used to file this international application
only for unpublished IAs
Canfirm Clear

Do you want to request edwnership from the IE'.

WIPO
WORLD
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ePCT eOwnership Nyifications

e0wnership request

My Hislony Portfolios Worbarch

Please complete the form beiow to reqguest anew confamation code from the ternational Bu eau,

Irternational Applicaion lhmives t
Iriternation Filing Date
Fin st Hume 1

Lt Plarree: H
Customer P i
Eniai H
Telephone lumber H

Adidress * H

Compary lime

Companmy Aldress 1

Paamon i anpany

PRk im LA "

Mensxpe

PCT USRS
20 Sep H10
Tamira
Lavmibian il

usel _¥G_LOMBARDI_TAMIEA 0713
tarvin ademilvan dic Desipodnt
41 22333 9965

. (e LORMBEne: 34

« Agemt L Aprplic at © common Repesentatie ™ Adress o Conrespowilence

_ Request contrmation code. |

WIPO
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eOwnership approval by the IB

B Only requests from persons on the file of a PCT application
can be approved

1 Applicant, agent, person appointed as address for
correspondence, person named on the transmittal receipt
for e-filed applications

B If the International Bureau cannot match the request with a
person on the file, form PCT/IB/345 containing the
confirmation code will be sent to the address for
correspondence

B The notification also contains the contact details of the
requestor, so that the person at the address for
correspondence can pass on the confirmation code if
appropriate B

TTTTTTTTTTTTTTTTTTTT



Sharing of Access Rights — eHandshake (1)

B First step in providing access to PCT applications

B Consists in the association and trusted recognition
between different WIPO User Accounts

B eHandshakes do not directly result in shared access
rights which have to be specifically assigned (default
access rights options can be pre-defined)

B eHandshake screen is hosted in WIPO Accounts (your
name at the top of the screen functions as a shortcut
link, or select “My Account” from the cogwheel)
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Sharing of Access Rights — eHandshake (2)

B Request new eHandshake

4 If you know the associate’s customer ID, enter it in the
corresponding field

WIPO ACCOUNTS

ePCT

Account profile
Reset passwar d
Change e-mail

FUMCTIONS

My eHandshakes
My certificates

HELP

Getting started
eP<T for docurnent upload
Observations on prior art

eHandshakes

Initiate eHandshake

Your Customer 1D is user_TT_LOMBARDI_TAMIRA_7595. [=]

Request new eHandshake

Enter the Custormer ID of the user to whom vou want to send an eHandshake request:

Customer ID*

Reguest eHandshake

O If you do not know the associate’s customer ID, send yours by
e-mail so that the associate can initiate the process

WIPO
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Types of Access Rights

B eOwner

dComplete control over all aspects of the PCT
application

M eEditor
dCan do everything except assign access rights
M eViewer
d“Look” but don’t “Touch”
B Full history of all access rights modifications is available
B Assignment of access rights for multiple applications

B Access rights automatically assigned to default list of
eHandshake users WiPO
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Access rights and drafts

B Access to Drafts

B The various types of access rights (eOwner, eEditor
and eViewer) apply to all documents and drafts for an
application.

B Draft ePCT-Actions and eFilings

deOwner and eEditor users may update and process
draft actions created by other users that have access
granted to them

A locking system prevents concurrent access

M It is possible to have one person draft and one person
approve work
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Assigning and Managing Access Rights

B An eOwner can give access rights to other persons,
change the type of access right, and remove them via
the Workbench or the Access Rights of each application

Assign New Rights

Ta assign rights to another person you must first have established an  eHandzhake

Users with existing rights New Rights
Silke Weiss eQwner -
Anita-Eva Zandrini<- e0wner -
Ann Bardini <~ eViewer -
Select eHandshake user(s) to add Hew Rights

r Prefill my default access rights uptiunsﬂ
Atsushi SHIOMI -

Cluan-Ling Sim

Apply Changes Cancel

WORLD
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Workbench

M List of all PCT applications to which you have access
(eOwner, eEditor, eViewer)

B The Workbench contains a number of columns
1A Number
1A Status
File Ref
dfl...]
B Various filter options can be applied to the Workbench

B Clicking on a PCT application will open up a detailed
File View

TTTTTTTTTTTTTTTTTTTT
ORGANIZATION



File View

B Access to the PCT file maintained by the International
Bureau (documents plus up-to-date bibliographic data)

B Front-page preview
B My Comments (visible only to the current ePCT user)
B Warning (viewable to all users who have access rights)

B Information about the target date for international
publication

B Indications about the public availability of each
document type

Bl Direct link to the PCT application in PATENTSCOPE (as
of the publication date)
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Notifications

B Preferences

dSpecify the events in the lifecycle of a PCT
application for which you want to receive notifications

dManner and type of notifications
B Filters

JReceived date, read date, date range
B Clearing notifications

JRemoving notifications from the list
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My History

B All actions that “you” as a user have performed in ePCT
B Default view is for the last one week period

B There is also a similar History function within each PCT
application which includes all actions by all ePCT users
and some actions taken by the International Bureau
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Portfolios

B User-defined personal folders for filing and grouping
PCT applications

B PCT applications contained in portfolios are links to
applications contained in the workbench

B Deletion of PCT applications from a portfolio only deletes
the folder link, not the applications themselves
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Actions (1)

B “Actions” can only be submitted to the International

Bureau (currently)

Select Action

Select the action to submit to the IB :

Select

Declarations under Rule 4.17
Licensing Availability Request
Make international application available to DAS
Observations on close prior art
Obtain priority document from DAS
Request for Early Publication

Rule 92bis change request

Submit Chapter Il Demand
Withdraw Chapter Il Demand
Withdraw Designation(s)

Withdraw Election(s)

Withdraw IA

Withdraw Priority Claim(s)

[¢] Lox|

B The user benefits from pre-filled bibliographic data and
automated validations to avoid errors

WORLD
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Actions (2)

B Data submitted through “Actions” are directly imported
for processing with no need for retyping (reduces
potential transcription errors)

B All “Actions” are subject to review by the
International Bureau

B “Actions” should be used instead of the equivalent
document upload

B Option to save “Actions” as a draft
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Upload Documents (1)

B Documents (PDF) can be uploaded for all PCT applications that are available in
the electronic processing system of the International Bureau

B Simple, secure alternative to sending documents by mail or fax

B Types of document selectable for upload depend on the recipient selected

@& PCT/AT2014/080001 - File ref. AT-iling @ PCT/AT2014/080001 - File ref. AT-filing
File View I Upload Documents Time Line Access Rights Histary File View Upload Documents Time Line Access Rights History
Applicant{s) ~ FRAMNK, Ulrich Inventor{s) FRAMNK, Ulrich Applicant(s)  FRANK, Ulrich Inventor{s) FRANK, Ulrich
show more =»> show more »=»
1. Select recipient == 1. Select recipient ==
Recipient Electronic routing method Current date and time at recipient Office Recipient Electronic routing method Current date and time at recipient Office
ePCT € Thursday, 30 January 2014, 13:13 CET o B ePCT € Thursday, 30 January 2014, 1313 CET
7 RO ePCT Nofification € Thursday, 30 January 2014, 13:13 CET PCT Notification @ Thursday, 30 January 2014, 13:13 CET
LISA ePCT Nofification €9 Thursday, 30 January 2014, 13:13 CET 0184 ePCT Notification €9 Thursday, 30 January 2014, 1313 CET
2. Select document type == 2. Select document type >=
Select document type: Select document type:
+ | Aricle 19 Amendments + | ) Corrections
+ || Supplementary International Search + | Declarations under Rule 417
+ [ Other + [ Other
+ | Declarations under Rule 4.17 + || Redctification of obvious mistakes
+ | Comrections/Rectifications + | Translations
+ | Withdrawal under Rule 90bis + | | Withdrawal under Rule 90bis
< Add Document {pdf) <k Add Document (.pdf)

INIELLEG IUAL FHUFENRTY
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Upload Documents (2)

B Current date and time at the recipient Office is displayed in
the interface and is set as the date of receipt of uploaded
documents

B After upload, documents are visible in the File View in ePCT
and the recipient Office is notified by the system

B As an alternative to document upload, where an equivalent
ePCT “Action” exists, a link to the “Action” is displayed next to
the document type

= Withdrawal under Rule 90bis
Withdrawal of International Application Action
Withdrawal of priority claim Action
Withdrawal of Supplementary International Search request
Withdrawal of designation(s) Action
Withdrawal of Chapter Il Demand Action
Withdrawal of election(s) Action

WIPO

WORLD
INTELLECTUAL PROPERTY
ORGANIZATION



Upload Documents (3)

B PCT Document format requirements when uploading PDFs

M Quality of documents uploaded are reflected in the PCT
publication.

B Documents MUST be Black and White Portrait

M ePCT validates contents as much as possible

M ePCT will reject or warn users to check conversioadesult
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Upload Documents (4)

B PCT Document format requirements when uploading PDFs

M Quality of documents uploaded are reflected in the PCT
publication.

B Documents MUST be Black and White Portrait

M ePCT validates contents as much as possible

M ePCT will reject or warn users to check conversioadesult
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Upload Documents (5)

B Black and white is NOT greyscale




Time Line

B Date and time in Geneva, Switzerland, is displayed at
the top of the screen to facilitate awareness of deadlines

B Graphical representation of PCT time limits

B Summary of key dates

B E-mail alerts for most of these time limits can be set up
In notification preferences
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Bibliographic Data

B Up-to-date bibliographic data for the PCT application
being viewed

B Preview of bibliographic data in publication front page
layout

B Download of bibliographic data in PDF format

B Where the language of filing of an international
application is Chinese, Japanese, Korean or Russian,
bibliographic data is now available in those languages in
addition to the English transliteration
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Need help with ePCT

B Use the “CONTACT US” link in the ePCT header
B PCT eServices

dTel: +41-22-338-9523 (Monday to Friday, 9am-6pm
Geneva time)

U E-mail: ePCT@wipo.int
B More Information
ePCT Applicant User Guide

WORLD
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mailto:ePCT@wipo.int
http://www.wipo.int/pct/en/epct/pdf/pct_wipo_accounts_user_guide.pdf

ePCT — create account for
private services

March 11, 2015



ePCT Create account - process

Complete online form

Account — confirmation email - link
Request certificate

Obtain certificate

Upload certificate in ePCT

Backup certificate

o 0k Wb E



ePCT account online form

B On your regular PC open up Internet explorer or Firefox

B Create an ePCT user account using the WIPO Accounts
service online form

L https://pct.wipo.int/wipoaccounts/ePCT/public/reqister.|sf



https://pct.wipo.int/wipoaccounts/ePCT/public/register.jsf

Create an account

Please fill in your details below in order to register for an online user account.
All fields marked with * are mandatory.

User information

Usemame” e.g. WaringDemo
Firstiiame ” PeterDemo
Last Mame * W .
Company/Organization arlng

Phone W|PO

Address

Country * - SWltze_rIand
Language (interface + notifications) * - Engllsh

E-mail

Please indicate an individual e-mail address below. The same e-mail address cannot be used with another account.

E-mail* Peter.waring@mymail.com
Confirm E-mail * Peter.waring@mymail.com
You will receive confirmation by e-mail about the creation of your user account. Please check that your e-mail address is indicated correctly.

Password

Password* [psssword policy) Mypassword2015
Confirm password * Mypassword2015

Verification * Type the characters displayed below.

§ba;te,~s @ Chars

__________________________________

Characters:

Create an account

After pressing create an account you will have to confirm
using a link sent to your email


mailto:Peter.waring@mymail.com
mailto:Peter.waring@gmail.com

Click the emailed confirmation link

WIPO % PCT

::-‘/" The International Patent Systaem

WORLD INTELLECTUAL PROPERTY ORGANIZATION

ePCT
WIPO Accounts - Validate your account
Dear Peterd99 WaringDemo
Please visit the following link in order to confirm your WIPO user account:

https:f/pct wipo.intwipoaccounts/en/ePCT/ public/validate jsfPkey=oeijUM9e8v3l%
2BvbONXESVBCrEINVIGGEY%28%2BxMkpBYVECO0OvogZR % 2B mulNeMNDafn6WQY ddcukBTred %30 .

Best regards
WIPO Accounts

Click here



Click to obtain/upload certificate

-
-

WIPO PCT

__,..-/ The International Patent System
WORLD INTELLECTUAL PROPERTY ORGAMNIZATION

WIPD ACCOUNTS
Confirm user account
ePCT
My fil
L;;I:D "= L4 The creation of your user account has been confirmed successfulhy?!
To start using ePCT privale services you now need to login and obtain/upload a cedificate.
REGISTRATION

Create an account To start using ePCT pubiic services (no access to confidential data), please login.

Reguest confirmation code
Feset password
Forgotten username

HELP

Getting started
ePCT for document upload
Observations on prior art

User guide

e Click here

What's new in ePCT?



Supported browsers for certificate
enrollment

B Please enroll using Mozilla Firefox (recommended) or
Internet Explorer versions 7.0 + (Google Chrome, Safari
or other internet browsers are not compatible).

B The same computer and internet browser must be used
for enrolment and retrieval.



~

WIPO Z PCT

__,...-/ The International Patent System

2= | Deutsch | Esp

WIPO ACCOUNTS Digital Certificates
ePCT
Account profile My Digital Certificates

Ch d .
=nas paEEV.m You have not uploaded any cerificate yet.
Change e-mail

FUNCTIONS Cd Ubload certificate
(" Upload certificate (for Smartcard holders using Intemet Explorer)

My Address Bocok
My eHandshakes
My certificates

HELP

Getting started

ePCT for document upload L .
Request new Digital Certificate

Observations on prior art

::;r guide If you do not have a digital certificate, please obtain one from the following link  WIPO Digital Cerificate
What's new in ePCT? Ifyou are not able to reimport the certificate into the browser or have other difficulties alid certificate, please revoke it and enroll

IMPORTANT; Firefox 3.6+ or Internet Explorer 7.0+ MUST be used to enroll a . Other browsers will not work.

Click here



Submit certificate request

W I P o ‘ EnrO“ment Digital ID Subscriber Agreement

By applying for, submitting, or using a Digital ID, you are agreeing to the terms of the
Symantec Subscriber Agreement.
Help with this Page
Symantec Public Certification Serwvices
Complete Enroliment Form

Digital Certificate Subscriber Agreement

»

m

YOU MUST READ THIS DIGITAL CERTIFICATE SUBSCRIBER AGREEMENT
("AGREEMENTI"™) BEFORE APPLYING FCOR, ACCEFTING, OR USING THE INITIAL
Py - - CR ANY SUBSEQUENT RENEWAL CERTIFICATE ("CERTIFICATE"). IF YOU DO g
Entesyous DlgltallDlnformatlon NOT AGREE TC THE TERMS OF THIS AGREEMENT, DO NOT APPLY FOR, ACCEPT,

- . i . . ) ) o OR USE THE CERTIFICATE. BY ACCEPTING OR USING THE CERTIFICATE, YOU
Fill in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and LGREE TO BECOME A PBARTY TO, AND BE BOUND BY, THESE TERMS.

are viewable in the certificate’s details.
This Agreement details the terms and conditions regarding your
application for a Certificate. If the Certification Authority

First Name: * [(required) (referred herein as "CL," as defined below) accepts vour

Nickname or middle initial allowed

Peterdgg Certificate application, then this Agreement binds you, the
(EXEITIN&IJE[{:IK B_] "Subscriber™ of the Certificate, and the C& into a legally-binding

contract governing your use of the Certificate. (If the Subscriber
Last Name: ¥ (required) iz an entity, then "vou" refers to that entity.) A Certificate is=
(Example: DDB] WaringDemg an electronic credential that uses public key cryptography. Each

holder of a Certificate has a public/private key pair. The private
E-mail Address: ¥ [required) key, which is held securely by the holder, is used for creating
(example — jbdoe@verisign.com) peterwaring66@gmail. digital signatures. The public key, which may be widely

distributed, is used to enable others to verify digital signatures
created by the holder of the private key. In order to rely on a
public key, it is necessary that it be certified by an entity
called a Certification Authority. The C& bind=s a Subscriber's
public key to his or her identity, certifies the public key and

creates an electronic credential called the Certificate.
Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your Scme public key infrastructures may offer distinct classes of
Digital ID. Do not share it with anyone. Do not lose if. You will need it when you want to revoke or certification services. Each class of Certificates provides
renew your Digital ID.

Enter Challenge Phrase: (required)
Do not use any punctuation. i i A
@ If all the information above is correct,

click Submit to continue.

gn. All rights reserved. \/Symantec.

Enter challenge phrase
(something you will remember _
needed to revoke and renew certificate.)  Click here




Obtain WIPO Digital Certificate

B You will recelve 2 emaills

B Click the link in the second email and insert the PIN
from the email to obtain your certificate

WIPO Digital ID Services
Pick Up Digital ID

T t: To complete this step, you must use the same computer you used
to submit the enrollment form.

You nebd the Personal Mentication Number (PIN) to complate this step. You fecésved it in an o-
masd message that was sent immediately olter you submitied the enrollment

This was sent by the administrater to the e-mail address entered in the enaliment form.

Copy (Cul + c) the PN number rom the &-mail, paste {Cirl + v) it inta the bex: below, and elick
SUBMIT

After you submit the PIN. it will take p to three minutes to

Enter the Personal ldentification
Mumber {PIN):

G B YBBE-3300. VarSige. ine A righss resseved \A:Jiﬁign

B The certificate is automatically installed in your browser



Upload certificate to WIPO account

WIPO PCT

_,.,./ The International Patent System
WORLD INTELLECTUAL PROPERTY ORGANIZATION

ePCT Portal

The ePCT system offers two distinct types of online senices:

® cPCT public services, requiring the creation of a standard WIPQ user account, enable the upload of documents, access to documents previously
uploaded by the account holder and the use of the third pary observation service.

® cPCT private semvices, requiring additional authentication by uploading a digital certificate to a WIPQ user account, provide a full suite of functions to
authorized users for international applications filed as 1 January 2009.

—ePCT private services —ePCT public services

Access ePCT private semvices Access ePCT public semvices
{regquires WIPQ user account and digital certificate)

{requires only WIPO user account)

Smartcard holders using Internet Explorer should
log in by clicking here.

Create an account

Obtain/lUpload 3 cedificate

Supported browsers: Mozilla Firefox 2.6+ [recommended], Internet Explarar 7+
The system may not work correctly with other browsers and we will not be able to give asgy

Click here



~

WIPO PCT
=

The International Patent System
WORLD INTELLECTUAL PROPERTY ORGAMNIZATION

2= | Deutsch | Esp

WIPD ACCOUNTS

ePCT

Account profile
Change password
Change e-mail

FUNCTIONS

My Address Bocok
My eHandshakes
My certificates

HELP

Getting started

ePCT for document upload
Observations on prior art
User guide

FAD

What's new in ePCT?

Digital Certificates

My Digital Certificates

You have not uploaded any cerificate yet.

Cd Ubload certificate

4 Upload te (for Smartcard holders using Internet Explorer)

Request n il Certificate

If you do no nital cerificate, please obtain one from the following link WIPO Digital Cerdificate

[fyou are ng impart the cerificate into the browser or have other difficulties with your valid cerificate, please revoke it and enroll
IMPORTAN B+ or Internet Explorer 7.0+ MUST be used to enroll and pickup certificates. Other browsers will not work.

Click here



WIPO Z PCT

__,..-/ The International Patent System

WIPDO ACCOUNTS

WIPO's Secure Services

Account profile () The security of your data depends on you using the system correctly.

Change password

Changs =-mail By uploading this digital cerificate, you agree to take responsibility for ensuring the security of information in WIPO's sy

conditions, you cannot upload the cerificate required to use WIPO's secure sernvices.
FUNCTIONS

The WIPQ account to be secured by this digital cerificate will only be used by ane person, namely, the account r
Each digital cerificate may only be associated with a single WIPQ account at any given time.
Both the digital certificate and the login details for the WIPO account must be kept secure and not be shared wit

[fyou delegate "eCwner”, "eEditor” or "eViewer” access rights to another person, you are respansible for ensuri
as for maintaining such access rights, for example, if ownership of the application changes orif a person with 2

[fyou suspect that your account is being accessed by someone else, or ifthere are problems with access rights

My Address Book
My eHandshakes
My certificates

HELP

Geatting started
aPCT for document upload

Observations on prior art immediately.

User guide

FAG

What's new in ePCT? IMPORTANT: You must make a backup of your digital certificate to be able to access ePCT private services afteral

different computer. A step-by-step user guide is available at: hitp:/'www.wipo.int/pct-safe/en/certificates.html.

[ Accept ] [ Cancel ]

Click here



Possible select certificate screen

User Identification Request ﬁ

This site has requested that you identify yourself with a certificate:
pctdemowipo.int:443

Organization: "World Intellectual Property Organization”

Issued Under: "thawte, Inc.”

Choose a certificate to present as identification:

demo? waring's World Intellectual Property Organization ID [2C:EB:EB:EB:AD:6C:51:10:87: CF:30:9%: AF:60:70:FF] ~

Details of selected certificate:

Issued to: E= peterwaring@k-net.fr, CN=demo2 waring, OU="www.verisign.com/repository/CP5 Incorp. by
Ref, LIAB.LTD{c)39", QU=WIPO Customer CA V2,0=Waorld Intellectual Property Organizaticn
Serial Nurmber: 2C:EB:EB:ES:ADGC:51:10:B7: CR30:99: ARGDTO:FF
Valid from 3/9/2015 1:00:00 AM to 3/9/2017 0:59:59 AM
Certificate Key Usage: Signing, Key Encipherment
! Ernail: peter.waring @k-net.fr
! Issued by: CH=WIPO CA - G2,0U=Class 1 Managed PKI Individual Subscriber CA OU=Terms of use at 1

I AP RSP o pupompu s b I O 1 U U U PN (SR A (1 VTN R U U U [ [y OO | I SR [ RPNV SR PSRRI S Rapuepey e ) I |

m

1 Rermember this decision

[ Ok ]| Cancel |

Please make sure to select the correct certificate in case several
certificates are installed in the browser.



ePCT - Certificate has been uploaded

WIPO PCT

__/ The International Patent System
WORLD INTELLECTUAL PROPERTY ORGANIZATION

&= | Deutsch | Espafiol | Frangais | B3

WIPO ACCOUNTS

ePCT

Account profile
Change password

FUNCTIONS
My certificates

HELP

Getting started

ePCT for document upload
Observations on prior art
User guide

FAQ

What's new in ePCT?

Digital Certificates

My Digital Certificates

MName E-mail QOrganization Serial Mumber Expires on
* demo2 waring peter waring@k-net.fr World Intellectual Property Organization 2C:EB:EB:E3:A0:6C:51:10:B7:CF:30:9%:AF:6D:70:FF 08.03.2017 view detaile revoke

[Z Access ePCT private semvices
{& Manage my certificates

Request new Digital Certificate

If you do not have a digital certificate, please obtain one from the following link WIPO Digital Cerificate

Ifyou are not able to reimport the certificate into the browser or have other difficulties with your valid cerificate, please revoke it and enroll for a new ane.

IMPORTANT: Firefox 3.6+ or Internet Explorer 7.0+ MUST be used to enroll and pickup certificates. Other browsers will not work.



Firefox certificate backup

Version
dependent

(- @ World Intellectual Property Or... (CH) https://pctdemo.wipo.int/eP CT/en/private/workbench.xhtml

Cols = DSvc | | Cal2014
3 No RSS feed listed!

=

HEP <. 14ePCT { | IDM X, EDIWiki 3 ITS Wiki

& || B~ Google P

CWT (i FlightSearch X, PCTIS Stats I epoRssFeed = OCMS 3. ePCT OFfPP E2 uWSP < TPWatch

wBeE ¥ @& =

Gototop

WIP 0 4 @ Certificate Manager (=@ ®
T | | Your Cetificates | People | Servers | Authorities | Others
I Vo hove certficates from these organizations that identify you:
Current time in Geneva, Swit
Certificate Name Security Device Serial Number Expires On B
ePCT s0wnership aWorld Intellectual Pro...
Show Fiter demo2 waring Software Security Device 2C:EB:EB:ES:A06C:51:.., 3/9/2017
Peter Waring Software Security Device 26:C%:2E:E2:34:08:E8:4.., 10/22/2|
Peter Waring Software Security Device 18:79; D3:86:.. 9/30/.
1| Peter Waring Software Security Device 2B:F1:7F:26:13:89:CD:.. 7/30/2019
I T l [ gackup.. | IBa:gupAu.” l I —_— l [ Delete.. l
- N
@ File Name to Backup \ [
o~ K
() [+ Libraries » Documents] ~ [ # || Search Documents ol

Organize =

7 Favorites
Ml Desktop
& Downloads

Copy the cert
File to a safe
place on
separate media

5] Recent Places
Bl Desktop

i Libraries
| Documents

al Music

MNew folder

@l My Documents

. Public Documents

- @

Documents library

Includes: 2 locations

Arrange Folder »

Name

. Camtasia Studic

. Passolo Essential 2011

J 20131128 ICD JIRA files
My Data Sources

. Outlook Files

| UpdaterS

[ . 3

5. Enter name

= Hide Folders

File name: -
Save as type E es -

Save

PN

ons [ =
&5 & @ = f

General Tabs Content  Applications  Privacy  Security Sync Advances

neral | Data Choices | Network | Update | Certficates |

When a server requests my personal certificate:

() Select one automatically @ Ask me every time

[v\ewcm. - [yandatmn l lSE(untyDEw(Es

I\

][ — ][ Help I

4. Click 6. Click
here here

3. Select

2. Click
here

1.

Options



Internet Explorer certificate backup

Version
dependent

2. Content

p-cf & Intranet Portal x[ ] (AR Y

ms S IDM [E] SHEP [@] WRlan = PFCs £ PFCsUP S PFRsUP YR Weather (N X nternet Options

% @Convert + [B Select

AN

les:

Support Activities

Staff Services

Resources

9] =

General | security | Privacy | Content | comnections | Programs | Advanced |

Certificates
Use certificates for encrypted connections and identification.

Certificates

| cearssistate || cermficares || publshers |

Intended purpose:

[<AJ\>

toComplete

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification| * | *

AutoComplete stores previous entries

on webpages and suggests matches

for you,

IN | Issued To

3. Select |

el demo2 waring
CalPeter Waring

sio|
add
+fre|
rity

rsq

ity

1% [SlPeter Waring

Issued By Expiratio...
WIPO CA - G2 3/9/2017
WIPO CA - G2 7/30/2015
WIPO CA - G2 10/22/2018

eds and Web Slices

Feeds and web Slices provide updated

content from websites that can be
read in Internet Explorer and ather
programs

Friendly Name
demo2 waring's ...
le-1326916d-62...
9a03b6easc47s...

-
Certificate Export Wizard

] =)

Export Private Key
You can choose to export the private key with the certificate.

3. Export |

thaf

Certificate in#nded purposes

Cerificate Export Wasnd

Excport Fils Formal
| Certficabes can be exported in & varety of fle formats.

Seflect e Formad you want to use:

DER erwredad Rivary X 5055 {

@ Personal Informaton Exchange - PXCS #13 (.PFY)
o inciycle o ceraficates i e cortification parth if possble
Dielete T private kery if the export & successfid
f Export g exteried propertes

Mirouoft Saviskeed Corifcams Sione (5

Ledrn mone sbot e Bfiare e Sreal

Remove

ates

Weetings y

5)
ement System Policy, Annex 1 (Fel
1 (Feb 18, 2015)

and Responsibilities (Feb 18, 201

-accidentinsurance (Feb 16,2015} | —

Private keys are password protected, If you want to export the private key with the
certificate, you must type & password on a later page.

Do you want to export the private key with the certificate?

¥es, expert the pri

do not export the private key

™

1 1. Options

Le; bout exporting private keys

G e

us to improve the Intraner | Conract Us

(¥

Copy the cert
File to a safe
place on
separate media

3. Export

4. One Next

Private Key

6. Next, Next...




OwW you can login

-

WIPO PCT

__,,—/ The International Patent System
WORLD INTELLECTUAL PROPERTY ORGANIZATION

ePCT Portal

The ePCT system offers two distinct types of online services:

® ePCT public services, requiring the creation of a standard WIPO user account, enable the upload of documents, access to documents previously
uploaded by the account holder and the use of the third party observation service.

® oPCT private senvices, requiring additional authentication by uploading a digital certificate to a WIPQ user account, provide a full suite of functions to
authorized users for international applications filed as 1 January 2009,

—ePCT private services —ePCT public services

Access ePCT private senvices Access ePCT public senvices
unt and digital certificate)

{requires WIPD u:

{requires only WIPQ user account)

Smartcard h ermet Explorer should

Create an account

Obtain/Upload a cerificate

Supported browsers: Mazilla Firefox 3.6+ [rad] rnet Explarer 7+
The system may not work correctly with other Ewill not be able to give assistance in these cases.

Click here

PCT Newsl
Maonthly upd

SHORTCUT!

+ Getting start
v Applicant us
+ ePCT-Filing

r FAQ

+ ePCT for dot
+ Observation:
* What's new 1

SHORTCUT!

* Getting start
v Office user g
v What's new 1

OTHER SHO

*Try ePCTin |
v PCT Resour



New account in demo

@ Petar Waring | @ | Logout

CONTACT US

WIPO Z PCT
__,/ The International Patent System
Search

Search by |4 Number

Current time in Geneva, Switzerland 2l Wednesday, 11 March 2015, 9:03 CET

My History Portfolios Workbench | ePCT-Filing Draft Actions

ePCT eQwnership Motifications
ltems 0 of 0

Show Filter
A ; Nlts found

Version 2 12071 188 | Terms of use

Go to top

eHandshake for access to
other applications

Click here to
File in demo



ePCT Create account - process

Complete online form

Account — confirmation email - link
Request certificate

Obtain certificate

Upload certificate in ePCT

Backup certificate

o 0k Wb E
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